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7KHˋ UVWIHZ\HDUVRIWKHVWFHQWXU\ZHUHFKDUDFWHULVHG
E\ D SURJUHVVLYH ORVV RI SULYDF\ 7ZR SKHQRPHQD
FRQYHUJHGWRJLYHULVHWRWKHGDWDHFRQRP\WKHUHDOLVDWLRQ
WKDWGDWDWUDLOVIURPXVHUVLQWHUDFWLQJZLWKWHFKQRORJ\
FRXOGEHXVHGWRGHYHORSSHUVRQDOLVHGDGYHUWLVLQJDQG
DFRQFHUQIRUVHFXULW\WKDWOHGDXWKRULWLHVWRXVHVXFK
SHUVRQDO GDWD IRU WKH SXUSRVHV RI LQWHOOLJHQFH DQG
SROLFLQJ
,QFRQWUDVWWRWKHHDUO\GD\VRIWKHGDWDHFRQRP\DQG
LQWHUQHWVXUYHLOODQFHWKHODVWIHZ\HDUVKDYHZLWQHVVHG
DULVLQJFRQFHUQIRUSULYDF\$VEDGGDWDSUDFWLFHVKDYH
FRPHWROLJKWFLWL]HQVDUHVWDUWLQJWRXQGHUVWDQGWKH 
UHDOFRVWRIXVLQJRQOLQHGLJLWDOWHFKQRORJLHV7ZRHYHQWV
VWDPSHG  DV D ODQGPDUN \HDU IRU SULYDF\ WKH
&DPEULGJH$QDO\WLFDVFDQGDODQGWKHLPSOHPHQWDWLRQ
RI WKH (XURSHDQ 8QLRQȢV *HQHUDO 'DWD 3URWHFWLRQ
5HJXODWLRQ*'357KHIRUPHUVKRZHGWKHH[WHQWWR
ZKLFKSHUVRQDOGDWDKDVEHHQVKDUHGZLWKRXWGDWD
VXEMHFWVȢNQRZOHGJHDQGFRQVHQWDQGPDQ\WLPHVIRU
XQDFFHSWDEOHSXUSRVHVVXFKDVVZD\LQJHOHFWLRQV7KH
ODWWHU LQDXJXUDWHG WKH EHJLQQLQJ RI UREXVW GDWD
SURWHFWLRQUHJXODWLRQLQWKHGLJLWDODJH
*HWWLQJSULYDF\ULJKWLVRQHRIWKHELJJHVWFKDOOHQJHVRI
WKLVQHZGHFDGHRIWKHVWFHQWXU\7KHSDVW\HDUKDV
VKRZQWKDWWKHUHLVVWLOOPXFKZRUNWREHGRQHRQSULYDF\
WRWDPHWKHGDUNHVWDVSHFWVRIWKHGDWDHFRQRP\$VGDWD
VFDQGDOVFRQWLQXHWRHPHUJHTXHVWLRQVDERXQGDVWR
KRZWRLQWHUSUHWDQGHQIRUFHUHJXODWLRQKRZWRGHVLJQ
QHZDQGEHWWHUODZVKRZWRFRPSOHPHQWUHJXODWLRQZLWK
EHWWHUHWKLFVDQGKRZWRˋ QGWHFKQLFDOVROXWLRQVWRGDWD
SUREOHPV
7KHDLPRIWKHUHVHDUFKSURMHFWData, Privacy, and the 
IndividualLVWRFRQWULEXWHWRDEHWWHUXQGHUVWDQGLQJRI
WKHHWKLFVRISULYDF\DQGRIGLIIHUHQWLDOSULYDF\7KH
RXWFRPHVRIWKHSURMHFWDUHVHYHQUHVHDUFKSDSHUVRQ
SULYDF\DVXUYH\DQGWKLVˋ QDOUHSRUWZKLFKVXPPDULVHV
HDFK UHVHDUFKSDSHU DQG JRHV RQ WR RIIHU D VHW RI
UHˌHFWLRQVDQGUHFRPPHQGDWLRQVWRLPSOHPHQWEHVW
SUDFWLFHVUHJDUGLQJSULYDF\
Introduction
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Given the context of ubiquitous data collection 
coexisting with increasing concern for privacy and 
the regulation of personal data, privacy experts 
DUHIDFHGZLWKWKHSUDFWLFDOFKDOOHQJHVRIˋUVW
establishing what good data practices look like, and 
second, proposing ways of securing those high 
VWDQGDUGV7RDQVZHU WKHˋUVW FKDOOHQJH LW LV
important to have a good grasp on the ethics of 
privacy: what is privacy, why is it important, what 
is at stake in its loss, and how does it relate to other 
goods and values?
(WKLFVJURXQGVJRRGUHJXODWLRQDQGLVDQLPSRUWDQW
FRPSOHPHQWWRJRRGODZV*RRGUHJXODWLRQLVLQVSLUHG
LQHWKLFVLWLVGHVLUDEOHWROHJDOLVHZKDWLVPRUDOO\ULJKW
DQGEDQZKDWLVJUDYHO\PRUDOO\ZURQJ7KDWLVZK\
FRPSDQLHVZLWKEHWWHUHWKLFDOVWDQGDUGVRIWHQDUHDKHDG
RIWKHODZDQGKDYHOHVVWURXEOHFRPSO\LQJZLWKIXWXUH
OHJLVODWLRQ%XWODZVDUHDQGVKRXOGEHOLPLWHG7KH\
HVWDEOLVKPLQLPDOUHTXLUHPHQWVIRUIDLUQHVV,IZHEDQ
HYHU\WKLQJWKDWLVZURQJZHULVNEHFRPLQJDSROLFHVWDWH
LQZKLFKDOOLQIUDFWLRQVDUHSXQLVKHGE\ODZ&RQVLGHU
PHGLFDOHWKLFV1RWHYHU\WKLQJWKDWLVPRUDOO\ZURQJ
HJDGRFWRUHQJDJLQJLQFRQVHQVXDOVH[XDOUHODWLRQV
ZLWKWKHLUSDWLHQWVLVRUVKRXOGEHLOOHJDO(WKLFVJRHV
EH\RQGWKHODZLQWKDWLWLGHQWLˋHVPRUDOLVVXHVDQDO\VHV
WKHNLQGRIVRFLHW\WKDWLVPRVWFRQGXFLYHWROHDGLQJD
JRRGOLIHDQGPDNHVUHFRPPHQGDWLRQVDFFRUGLQJO\,Q
DVHQVHHWKLFVLVPRUHDPELWLRXV*RRGODZVOHDGWRDQ
RUGHUO\FRPPXQDOOLIHDQGWRIDLUQHVVLQVRFLHW\(WKLFV
GRQHZHOOSURPRWHVWKHZHOOEHLQJRIDOO
2QFHZHKDYHDVHQVHRIWKHHWKLFVRISULYDF\ZHKDYH
WRFRPHXSZLWKUHOLDEOHZD\VRISURWHFWLQJSULYDF\
$PRQJWKHPDQ\WHFKQLFDOVROXWLRQVSURSRVHGGLIIHUHQWLDO
SULYDF\ VWDQGV RXW DV RQH WKDW KDV JDUQHUHGPXFK
DWWHQWLRQDQGHQWKXVLDVPLQWKHDFDGHPLFFRPPXQLW\
)LUVWSXWIRUZDUGE\&\QWKLD'ZRUNLQGLIIHUHQWLDO
SULYDF\DLPVWRSURWHFWSULYDF\ZKLOHDOORZLQJUHVHDUFKHUV
DQGFRPSDQLHVWRDQDO\VHVHQVLWLYHGDWD'LIIHUHQWLDO
SULYDF\DGGVSUHFLVHO\HQRXJKPDWKHPDWLFDOQRLVHWR
WKHUHVXOWVRIVWDWLVWLFDOTXHULHVIURPDGDWDEDVHWRPDVN
WKHGHWDLOVRIHYHU\LQGLYLGXDOLQWKHGDWDEDVHEXWOLWWOH
HQRXJKWRPDNHVXUHWKDWWKHUHVXOWVUHWDLQVXIˋFLHQW
DFFXUDF\ 5RXJKO\ D GLIIHUHQWLDOO\SULYDWH TXHU\
PHFKDQLVPLVRQHLQZKLFK\RXFRXOGVXEWUDFWWKHGDWD
RIDQ\RQHLQGLYLGXDOZLWKRXWDOWHULQJWKHDQVZHUVWKDW
WKHGDWDEDVH\LHOGVDQGWKXV\RXFRXOGQRWLQIHUDQ\
SLHFHRIVHQVLWLYHLQIRUPDWLRQDERXWDQ\RQHLQGLYLGXDO
 
:KDWPDNHVGLIIHUHQWLDOSULYDF\VRDWWUDFWLYHLVWKDWLW
ZRUNV LUUHVSHFWLYHO\ RI KRZPXFK LQIRUPDWLRQ DQ
DWWDFNHUKDV2QHRIWKHSULYDF\FKDOOHQJHVRIWKHGLJLWDO
DJH LV WKDWDWWDFNHUVFDQRIWHQJHWKROGRIPXOWLSOH
GDWDEDVHVWRLQIHULQIRUPDWLRQDERXWSHRSOHZKRDUHLQ
WKHP'LIIHUHQWLDOSULYDF\ȢVNH\JXDUDQWHHLVWKDWDQ\
SULYDF\EUHDFKWKDWRFFXUVDVDUHVXOWRIFRPELQLQJ
GDWDEDVHVFRXOGDOVRKDYHRFFXUUHGZLWKRXWWKHUHVXOWV
RIGLIIHUHQWLDOO\SULYDF\TXHULHV
$QRWKHUDGYDQWDJHRIGLIIHUHQWLDOSULYDF\LVWKDWLWDOORZV
XVWRPDWKHPDWLFDOO\TXDQWLI\WKHSULYDF\ORVVRUPRUH
SUHFLVHO\ WKHJUHDWHVWSRVVLEOH LQIRUPDWLRQWKDWDQ
DWWDFNHUFRXOGJDLQWKURXJKHSVLORQVȠWKHFORVHUWR 
]HURHSVLORQVWKHVWURQJHUWKHSULYDF\SURWHFWLRQ2I
SDUWLFXODULQWHUHVWWRLQVWLWXWLRQVDQGFRPSDQLHVLQWHQW
RQSUHVHUYLQJSULYDF\LVWKHSRVVLELOLW\RIGLIIHUHQWLDO
SULYDF\DVDFRQVWUDLQWRQDOJRULWKPVFROOHFWLQJGDWD
Why the Ethics of Privacy 
and Differential Privacy?
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,QRWKHUZRUGVDGLIIHUHQWLDOO\SULYDWHPHFKDQLVPFDQEH
XVHGDWWKHWLPHRIGDWDFROOHFWLRQVRWKDWWKHUHLVQRVXFK
WKLQJDVDQȡRULJLQDOȢGDWDEDVHZLWKSULYDWHLQIRUPDWLRQ
WKDWFRXOGEHFRPSURPLVHG
(VWDEOLVKLQJ HWKLFDO GDWD SUDFWLFHV DQG GHYHORSLQJ
WHFKQLFDOZD\VRISURWHFWLQJVHQVLWLYHGDWDDUH WZR
IXQGDPHQWDOSLOODUVWRWDFNOHWKHSULYDF\FKDOOHQJHVWKDW
ZHIDFH6FDQGDOVOLNHWKDWRI&DPEULGJH$QDO\WLFDDUH
DOUHDG\VKDNLQJWKHWUXVWWKDWSHRSOHKDGSODFHGLQ
FRPSDQLHVDQGLQVWLWXWLRQVDQGHYHQPRUHFRQFHUQLQJ
GHPRFUDF\LWVHOI)XWXUHGDWDVFDQGDOVZLOOOLNHO\EULQJ
GRZQFRPSDQLHVDQGWKH\FRXOGFKDOOHQJHWKHOHJLWLPDF\
RIGHPRFUDFLHV7KHWLPHLVQRZWRPDNHVXUHZHDYRLG
VXFKSUHYHQWDEOHGLVDVWHUV
ٲ
ESTABLISHING ETHICAL DATA 
PRACTICES AND DEVELOPING 
TECHNICAL WAYS OF PROTECTING 
SENSITIVE DATA ARE TWO 
FUNDAMENTAL PILLARS TO TACKLE 
THE PRIVACY CHALLENGES 
THAT WE FACE. 
ٲ
1  Cynthia Dwork, “Differential Privacy,” in International Colloquium on Automata, Languages, and Programming. Automata,  
Languages and Programming, ed. Michele Bugliesi, et al. (Venice: Springer, 2006).
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PERSPECTIVES 
ON THE ETHICS 
OF PRIVACY AND 
DIFFERENTIAL 
PRIVACY
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Privacy
.HYLQ0DFQLVKȢV8QLYHUVLW\RI7ZHQWHSDSHUFRQVWLWXWHV
DQLQWURGXFWLRQWRKRZOHJDOVFKRODUVDQGSKLORVRSKHUV
KDYHWKRXJKWDERXWSULYDF\LQWKHSDVWFHQWXU\ The 
SDSHU XVHV KLVWRULFDO DQG FRQWHPSRUDU\ H[DPSOHV WR
LOOXVWUDWHVRPHRIWKHPRVWSUHVVLQJHWKLFDOFRQFHUQV
UHJDUGLQJSULYDF\
/HJDOVFKRODUVKLSRQSULYDF\EHJDQLQZKHQ8QLWHG
6WDWHV MXGJHV 6DPXHO :DUUHQ DQG /RXLV %UDQGHLV
SXEOLVKHGWKHLUDUWLFOHȡ7KH5LJKWWR3ULYDF\Ȣ:DUUHQ
DQG%UDQGHLVZHUHZRUULHGZLWKKRZWHFKQRORJ\ȠWKH
FRQFHUQ EDFN WKHQ IRFXVHG RQ WKH GHYHORSPHQW RI
SKRWRJUDSK\ȠZDVSXVKLQJWKHOLPLWVRIZKDWXVHGWREH
FRQVLGHUHGSULYDWH7KH\FODLPHGWKDWWKHULJKWWRSULYDF\
ZDVDQLQVWDQFHRIWKHPRUHJHQHUDOULJKWȡWREHOHWDORQHȢ
3KLORVRSKLFDOGHEDWHVRQSULYDF\WRRNRIILQZLWK
-XGLWK-DUYLV7KRPVRQDUJXLQJWKDWWKHULJKWWRSULYDF\
FRXOGEHH[SODLQHGDZD\DSSHDOLQJWRRWKHUPRUHIXQGD
PHQWDOULJKWVOLNHWKHULJKWWRSURSHUW\DQGVHOIRZQHUVKLS
0RVWSHRSOHWRGD\GRQRWVXEVFULEHWRWKHVHYLHZVRI
SULYDF\$V UHVHDUFK RQ SULYDF\ KDV EHFRPHPRUH
GHYHORSHGQXDQFHGDQGSUHFLVHWZRVWUDQGVRIYLHZV
KDYHHPHUJHG$FFRUGLQJWRWKHˋUVWVWUDQGGHIHQGHG
E\SHRSOHOLNH$QLWD$OOHQSULYDF\LVDPDWWHURIaccess 
WRWKLQJVGHHPHGSULYDWHVXFKDVSHUVRQDOLQIRUPDWLRQ
RUWKHQDNHGERG\7KHVHFRQGVWUDQGGHIHQGHGE\SHRSOH
OLNH-XOLH,QQHVVDQG$ODQ0RRUHDUJXHVWKDWKDYLQJ
SULYDF\LVUDWKHUKDYLQJcontrolRYHUZKDWZHGHHPSULYDWH
0DFQLVKVLGHVZLWKDFFHVVWKHRULHVRISULYDF\DUJXLQJ
WKDW VRPHWLPHVZHPD\ ORVH FRQWURORIRXUSULYDWH
LQIRUPDWLRQZLWKRXWORVLQJSULYDF\IRUH[DPSOHZKHQ
ZHORVHRXUGLDU\EXWQRRQHHYHUUHDGVLW
$QRWKHULPSRUWDQWDFFRXQWZLWKLQDFDGHPLFGHEDWHVLV
WKDWRI+HOHQ1LVVHQEDXPZKRDUJXHVWKDWZKDW LV
LPSRUWDQWDERXWUHVSHFWLQJSULYDF\LVNHHSLQJWKHFRQWHQW
RIZKDWLVSULYDWHLQWKHFRQWH[WLWZDVVXSSRVHGWREH
LQȠPHGLFDOGDWD LQ WKHGRFWRUȢVRIˋFHDQGSULYDWH
FRQYHUVDWLRQVEHWZHHQIULHQGV3ULYDF\LVYLRODWHGZKHQ
LQIRUPDWLRQLVVKDUHGLQLQDSSURSULDWHFRQWH[WVZKHQ
RXUGRFWRUVHOOVRXUPHGLFDOLQIRUPDWLRQWRDGYHUWLVLQJ
FRPSDQLHVRURXUIULHQGVVKDUHRXUSULYDWHFRQYHUVDWLRQ
RQ7ZLWWHU0DFQLVKJRHVRQWRDUJXHWKDWWKHYDOXHRI
SULYDF\UHVLGHVLQLWVDELOLW\WRSURWHFWLQGLYLGXDOVDQG
WRFRQWULEXWHWRGHPRFUDWLFIUHHGRPV7KHLQWHUHVWVZH
KDYHERWKDVLQGLYLGXDOVDQGDVDVRFLHW\LQVHFXULQJ
SULYDF\VXSSRUWUHFRJQLVLQJSULYDF\DVDEDVLFULJKW
)LQDOO\0DFQLVKHQGVKLVSDSHUE\UHIXWLQJWZRSRSXODU
DUJXPHQWV UHJDUGLQJSULYDF\ WKDW LW LVRSSRVHG WR
VHFXULW\DQGWKDWLI\RXKDYHGRQHQRWKLQJZURQJWKHQ
\RXVKRXOGQRWIHDUWKHGLPLQLVKPHQWRI\RXUSULYDF\
5HJDUGLQJWKHˋUVWYLHZ0DFQLVKSRLQWVRXWWKDWZH
SDUWO\YDOXHSULYDF\EHFDXVHLWNHHSVXVVDIH)XUWKHU
PRUHKHHPSKDVLVHVWKDWQRWDOOSHRSOHORVHWKHVDPH
DPRXQWRISULYDF\ȠVRPHJURXSVLQVRFLHW\VXFKDV
LPPLJUDQWVDUHWDUJHWHGPRUHIUHTXHQWO\WKDQRWKHUV
DQGPD\QRWJDLQPXFKLQVHFXULW\WKURXJKWKLVSULYDF\
ORVV)LQDOO\KHFDOOVDWWHQWLRQWRWKHIDFWWKDWSHRSOH
PD\SUHIHUSULYDF\WRVHFXULW\
0DFQLVKWKHQUHIXWHVWKHVHFRQGYLHZˋ UVWE\UHPLQGLQJ
XVWKDWHYHQLIZHKDYHQRWKLQJWRKLGHWRGD\WRPRUURZ
ZHPD\KDYHVRPHWKLQJWRKLGHDERXWWRGD\IRULQVWDQFH
LIDWRWDOLWDULDQUHJLPHZHUHWRFRPHWRSRZHUDQG
GLVDSSURYHRIVRPHWKLQJZHKDYHGRQHRURIZKRZHDUH
6HFRQGKHQRWHVWKDWLWLVQD±YHWRWUXVWDXWKRULWLHV
ZKHWKHUSULYDWHRUSXEOLFZLWKVHQVLWLYHLQIRUPDWLRQ
$EXVHLVDOZD\VSRVVLEOH7KLUG0DFQLVKUHPLQGVXV
WKDWWKHUHDUHPDQ\WKLQJVKXPDQEHLQJVZLVKWRNHHS
SULYDWHHYHQZKHQWKH\KDYHGRQHQRWKLQJZURQJ
2  Kevin Macnish, ‘Privacy,’ Data, Privacy, and the Individual. Madrid: Center for the Governance of Change, IE University, 2019.  
www.ie.edu/cgc/research/data-privacy-individual
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2QHRIWKHFHQWUDOHWKLFDOGLIˋFXOWLHVIDFLQJDQ\GDWD
DFTXLVLWLRQSURFHGXUHLVEDODQFLQJWKHULJKWVRIGDWD
VXEMHFWVDJDLQVWWKHSRWHQWLDOEHQHˋWWKDWGDWDFROOHFWLRQ
DQGDQDO\VLVFDQRIIHU$OIUHG$UFKHU1DWKDQ:LOGPDQ
+XXE%URXZHUDQG$PDQGD&DZVWRQWKH7LOEXUJ&HQWUH
IRU/RJLF(WKLFVDQG3KLORVRSK\RI6FLHQFHSURYLGHD
FULWLFDORYHUYLHZRIYDULRXVGDWDDFTXLVLWLRQPRGHOV
GHWHUPLQLQJDQGDVVHVVLQJWKHHWKLFDOLVVXHVHDFKUDLVHV3
7KHˋ UVWPRGHOLVWKH opt-in donation model,ZKHUHLQ
GDWDLVDFTXLUHGYLDLQGLYLGXDOSKLODQWKURS\ZLWKRXW
DQ\NLQGRILQFHQWLYHRUFRPSHQVDWLRQ7KHRSWLQPRGHO
IDUHVZHOOLQSURWHFWLQJGDWDVXEMHFWVȢULJKWVEHFDXVH
LQGLYLGXDOVKDYHFRPSOHWHIUHHGRPWRQRWGRQDWHWKHLU
GDWDZLWKRXWIHDULQJSHQDOWLHVRUGLVDGYDQWDJHV7KHUH
LVQRZRUU\WKHQUHJDUGLQJXQIDLUQHVVFRHUFLRQRU
H[SORLWDWLRQ7KHPDLQGLVDGYDQWDJHRIWKLVPRGHOLV
WKDWLWLVXQOLNHO\WREHDEOHWRFROOHFWODUJHGDWDVHWVWKDW
FDQEHUHSUHVHQWDWLYHRIWKHSRSXODWLRQ
7KHVHFRQGDOWHUQDWLYHLVWKH compulsory model, LQ
ZKLFKDOOFLWL]HQVDUHFRPSHOOHGWRVXUUHQGHUWKHLUGDWD
UHJDUGOHVVRIZKHWKHUWKH\ZDQWWRVKDUHWKHLUGDWD7KH
DGYDQWDJHRIDFTXLULQJGDWDIURPDOOFLWL]HQVLVWKHKLJK
TXDQWLW\DQGGLYHUVLW\RIGDWDEXW WKHPRGHO IDFHV
REMHFWLRQVRIYLRODWLQJDXWRQRP\URXJKO\SHRSOHȢV
DELOLW\DQGULJKWWR OHDGWKHLU OLYHVDV WKH\ZLVK LQ
DFFRUGDQFH ZLWK WKHLU YDOXHV DQG ZLWKRXW EHLQJ
VXEMHFWHGWRFRHUFLRQRUPDQLSXODWLRQDQGSULYDF\DQG
LWULVNVHQJDJLQJLQXQIDLUQHVVDQGH[SORLWDWLRQ
7KHWZRSUHYLRXVPRGHOVSULRULWLVHWKHIXOˋOPHQWRIRQH
RIWKHWZRJRDOVȠJDWKHULQJVXIˋFLHQWGDWDRUUHVSHFWLQJ
GDWDVXEMHFWVȢULJKWȠDWWKHH[SHQVHRIWKHRWKHU$WKLUG
PRGHOWKDWGRHVDEHWWHUMREEDODQFLQJERWKJRDOVLVWKH
opt-out model, DFFRUGLQJWRZKLFKHYHU\RQHLVSUHVXPHG
WRJLYHWKHLUFRQVHQWIRUGDWDFROOHFWLRQDQGDQDO\VLV
XQOHVVWKH\VWDWHRWKHUZLVH&RQFHUQVDERXWWKLVPRGHO
LQFOXGH WKDW VXEJURXSV RI WKH SRSXODWLRQ PLJKW
GLVSURSRUWLRQDOO\RSWRXWLQˌXHQFLQJKRZUHSUHVHQWDWLYH
WKHGDWDLVSHRSOHQRWEHLQJVXIˋFLHQWO\LQIRUPHGDERXW
ZKDWGDWDLVEHLQJFROOHFWHGDQGKRZLWPD\EHXVHG 
LQWKHIXWXUHDQGPHFKDQLVPVIRURSWLQJRXWEHLQJWRR
FRPSOLFDWHG
7KHˋQDOPRGHODVVHVVHGDQGWKHRQHWKDWWKHDXWKRUV
DUJXHLVPRVWSURPLVLQJLVWKHmarket model, DFFRUGLQJ
WRZKLFKSHRSOHGRQDWHWKHLUGDWDLQH[FKDQJHIRUVRPH
VRUWRIFRPSHQVDWLRQRULQFHQWLYH$OWKRXJKWKLVPRGHO
KDVWKHSRWHQWLDOWRJHQHUDWHODUJHGDWDVHWVDQGPDNH
ERWKSDUWLHVLQWKHH[FKDQJHEHWWHURIIDVDUHVXOWRIWKH
GDWDWUDQVIHUHWKLFDOFRQFHUQVDUHSUHVHQWKHUHDVZHOO
0DUNHWPRGHOVPD\ZRUVHQLQHTXDOLWLHVE\SURYLGLQJD
JUHDWHULQFHQWLYHWRSRRUHULQGLYLGXDOVWRGRQDWHWKHLU
GDWD)XUWKHUPRUHLIWKHLQFHQWLYHLVWRRKLJKLWPLJKW
EHDQRIIHUWKDWGDWDVXEMHFWVFDQQRWUHDVRQDEO\UHIXVH
DQGLILWLVWRRORZGDWDVXEMHFWVPLJKWEHWKHYLFWLPVRI
XQIDLUQHVVRUH[SORLWDWLRQ
(YHQWKRXJKWKHPDUNHWPRGHOVHHPVWREHWKHEHVWPRGHO
WRUHDFKDQDSSURSULDWHEDODQFHEHWZHHQWKHJRDOVRI
SURWHFWLQJGDWDVXEMHFWVDQGXVLQJWKHLUGDWDEXVLQHVVHV
DQGJRYHUQPHQWVQHHGWRˋQGZD\VRIDGGUHVVLQJWKH
HWKLFDOFKDOOHQJHVWKDWDULVHLQWKLVIUDPHZRUN
The Ethics of Data 
Acquisition
3  Alfred Archer, Nathan Wildman, Huub Brouwer, and Amanda Cawston, ‘The Ethics of Data Acquisition,’ Data, Privacy, and the Individual. 
Madrid: Center for the Governance of Change, IE University, 2019. www.ie.edu/cgc/research/data-privacy-individual
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&ORVHO\UHODWHGWRWKHHWKLFVRIGDWDDFTXLVLWLRQ9HUHQD
5LVVHȢV78'RUWPXQGSDSHUH[SORUHVTXHVWLRQVUHODWHG
WRWKHSURWHFWLRQDQGJRYHUQDQFHRISULYDWHGDWDE\
GUDZLQJRQWKHDQDORJ\EHWZHHQSULYDF\DQGSURSHUW\4 
$FRPPRQSURSRVDOWRUHVSHFWSHRSOHȢVULJKWVZKLOH
XVLQJWKHLUGDWDLVWRWUHDWSHUVRQDOGDWDDVSURSHUW\
DQGFRPSHQVDWHGDWDVXEMHFWVDFFRUGLQJO\,WLVXQFOHDU
KRZHYHUWRZKDWH[WHQWSHUVRQDOGDWDFDQEHHTXDWHG
WRSURSHUW\
5LVVH VWDUWVRXWE\SUHVHQWLQJ WKHRULHVRISURSHUW\
JHQHUDWLRQDQGDFTXLVLWLRQ%RWKGDWDDQGSURSHUW\DUH
FUHDWHGE\KXPDQEHLQJV'DWDFRPHVLQWREHLQJZKHQ
KXPDQ H[SHULHQFHV DUH PHDVXUHG FROOHFWHG DQG
DQDO\VHG8QOLNHSURSHUW\KRZHYHULWLVQRWREYLRXV
WKDWGDWDLVRZQHGE\ZKRHYHUFROOHFWVDQGDQDO\VHVLW
'HVSLWHWKHLQWXLWLYHQHVVRIWUHDWLQJGDWDOLNHSURSHUW\
WKHDQDORJ\IDOOVVKRUWLQWZRUHVSHFWVDUJXHV5LVVH
7KHˋ UVWSUREOHPLVZKDWFRXOGEHGXEEHGȡWKHEODFNER[
SUREOHPȢ3URSHUW\FDQEHHDVLO\GHOLPLWHGDQGWKH
FRQWRXUVPDGHSXEOLFȠLWLVUHODWLYHO\VWUDLJKWIRUZDUG
WRWHOOZKHUHDKRXVHHQGVDQGUHFRUGWKRVHOLPLWVLQD
SXEOLFUHJLVWU\ZKLOHUHVSHFWLQJWKHULJKWWRSULYDF\1RW
VRZLWKSULYDWHGDWD,QRUGHUWRUHVSHFWSULYDF\WKH
FRQWHQWRIZKDWLVSULYDWHPXVWQRWEHNQRZQ:KDW
RXJKWWRUHPDLQSULYDWHVKRXOGQHYHUEHFRPHGDWDLQ
WKHˋUVWSODFHRUVKRXOGRQO\EHFRPHGDWDLILWFDQEH
VWURQJO\DQRQ\PLVHGRUEODFNHGER[VRPHRWKHUZD\
$WWKHPRPHQWDUJXHV5LVVHWKHUHGRHVQRWVHHPWREH
DVDWLVIDFWRU\ZD\RIEODFNER[LQJSULYDWHGDWD2QH
FRXOGWKLQNWKDWUHO\LQJRQFRQVHQWPLJKWEHDZD\RXW
RI WKH SUREOHP EXW 5LVVH DUJXHV WKDW DSSURSULDWH
FRQVHQWIUHHYROXQWDU\DQGVSHFLˋFLVWRREXUGHQVRPH
IRUDOOSDUWLHVLQYROYHG
ٲ
THE PROTECTION OF PRIVATE  
DATA DIFFERS SIGNIFICANTLY FROM 
THAT OF PROPERTY INSOFAR AS THE 
PROTECTION OF DATA CAN REQUIRE 
NOT KNOWING ABOUT THE CONTENT 
OF THE DATA.
ٲ 
7KHVHFRQGSUREOHPZLWKHTXDWLQJSURSHUW\DQGGDWDLV
WKHKHWHURJHQHLW\DPRQJLQGLYLGXDOHFRQRPLFDQG
SXEOLF DFWRUVZLWK UHJDUG WR WKH DFTXLVLWLRQ DFFX
PXODWLRQDQGXVDJHRISULYDWHGDWD3URSHUW\FDQEH
WUDGHGEHWZHHQDOOWKUHHNLQGVRIDFWRUVDVHTXDOV1RW
VR ZLWK GDWD ,QGLYLGXDOV KDYH D ORZHU LQWHUHVW LQ
DFTXLULQJGDWDWKDQHFRQRPLFDQGSXEOLFDFWRUVZKRDUH
LQFUHDVLQJO\GHSHQGHQWRQGDWD7KHDFTXLVLWLRQRI
SHUVRQDOGDWDHPSRZHUVHFRQRPLFDQGSXEOLFDFWRUV
PXFKPRUHWKDQLWHPSRZHUVLQGLYLGXDOV$OWKRXJKWKH
DQDORJ\EHWZHHQSURSHUW\DQGSULYDF\DOORZVLPSRUWDQW
LQVLJKWVLQWRWKHQDWXUHRIERWKFRQFHSWVWKHGLIIHUHQFHV
DUHLPSRUWDQWHQRXJKWRWKLQNWKDWLWLVDPLVWDNHWR
WUHDWSHUVRQDOGDWDDVLILWZHUHSULYDWHSURSHUW\
4  Verena Risse, ‘Private Data and Property,’ Data, Privacy, and the Individual. Madrid: Center for the Governance of Change, IE University, 
2019. www.ie.edu/cgc/research/data-privacy-individual
Private Data  
and Property
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,QWKLVSDSHU.HYLQ0DFQLVK8QLYHUVLW\RI7ZHQWH
H[SORUHVWKHLPSRUWDQFHRIFRQVHQWLQWKHFROOHFWLRQDQG
SURFHVVLQJRISHUVRQDOGDWD$IWHUDQRYHUYLHZRIZKDW
FRQVHQW LV DQGGLIIHUHQWNLQGVRI FRQVHQW0DFQLVK
IRFXVHVRQWKHGHEDWHDVWRZKHWKHUFRQVHQWLVMXVWLˋHG
EHFDXVHLWKHOSVWRUHVSHFWDXWRQRP\DYLHZGHIHQGHG
E\7RP%HDXFKDPSDQG-DPHV&KLOGUHVVRUZKHWKHULW
LVJURXQGHGRQOLPLWLQJKDUPDYLHZGHIHQGHGE\2QRUD
2Ȣ1HLOODQG1HLO0DQVRQ
7KHGHEDWHLVUHOHYDQWIRUWKHFROOHFWLRQRISHUVRQDOGDWD
,I FRQVHQW LV LPSRUWDQW IRU DXWRQRP\ WKHQ WKH
LPSOLFDWLRQLVWKDWZHVKRXOGDVNFRQVHQWIRUDOOXVHVRI
SHUVRQDOGDWD,IRQWKHRWKHUKDQGFRQVHQWLVLPSRUWDQW
RQO\ZKHQWKHUHLVDULVNRIKDUPZHPD\QRWQHHGWR
DVNFRQVHQWIRUVRPHXVHVRISHUVRQDOGDWDZKHQWKHUH
LVQRULVNRIKDUPRUSHUKDSVDVPDOOULVNRIKDUP
0DFQLVKHQGVXSGHIHQGLQJWKHDXWRQRP\MXVWLˋFDWLRQ
IRUFRQVHQWDOWKRXJKKHUHFRJQLVHVWKDWVXFKDVWDQFH
FRPHVDWDFRVWLQVRPHFDVHVDVNLQJIRUFRQVHQWPD\
XQGHUPLQHGDWDFROOHFWLRQWKDWZRXOGKDYHGHVLUDEOH
FRQVHTXHQFHVIRULQGLYLGXDOVDQGVRFLHW\
0DFQLVKWKHQFRQVLGHUVWKHYDOXHRI-D\.DW]ȢVSURSRVDO
RIFRQVHQWDVDPXWXDOGHFLVLRQPDNLQJSURFHVV:KLOH
0DFQLVK DUJXHV WKDW MRLQW GHFLVLRQPDNLQJ LV QRW
V\QRQ\PRXVZLWKFRQVHQWLWPD\KDYHDSODFHZKHQ
GLVFXVVLQJULVN\FKRLFHV
5LVNDVVHVVPHQWLQYROYHVWZRHOHPHQWVWKHOLNHOLKRRG
RIKDUPDQGWKHVHYHULW\RIWKHSRVVLEOHKDUP2QHRI
WKHELJJHVWFKDOOHQJHVRIULVNDVVHVVPHQWLVWKHVXEMHFWLYLW\
LQYROYHGZKHQLWFRPHVWRGHWHUPLQLQJZKDWOHYHOVRI
ULVNDUHDFFHSWDEOHIRUZKDWNLQGRIWUDGHRIIVLQRWKHU
JRRGVHJZKHQLWFRPHVWRH[SRVLQJSHRSOHȢVSULYDF\
ZKDWOHYHORIULVNDUHZHZLOOLQJWRDFFHSWLQH[FKDQJH
IRU WKHJRRGV WKDWGDWDFROOHFWLRQDQGDQDO\VLVFDQ
SURYLGH")LUVWSHRSOHDUHQRWRULRXVO\GLYHUVHLQKRZ
FRPIRUWDEOHWKH\IHHODERXWULVNVRPHSHRSOHEHLQJ
PRUHULVNDYHUVHWKDQRWKHUV6HFRQGWKHSHRSOHPDNLQJ
WKHGHFLVLRQVDERXWULVNDUHQRWQHFHVVDULO\WKHSHRSOH
ZKRZLOOEHDUWKHEUXQWRIKDUPVLIWKLQJVJRZURQJ
7KLVDV\PPHWU\LVVWDQGDUGZLWKGDWDFROOHFWLRQ'DWD
VXEMHFWVDUHWKHRQHVZKRDUHULVNLQJWKHLUSULYDF\ZKLOH
ULVN\GHFLVLRQVDERXWWKHPDQDJHPHQWRIWKHLUGDWDDUH
RIWHQPDGHE\SULYDWHFRPSDQLHVDQGJRYHUQPHQWVZKR
KDYHQRVNLQLQWKHJDPHWKH\KDYHHYHU\WKLQJWRJDLQ
IURPH[SORLWLQJGDWDVXEMHFWVȢSHUVRQDOGDWDDQGQRWKLQJ
WRORVHLIWKLQJVJRZURQJDQGGDWDLVPLVXVHGH[FHSW
SHUKDSVDORVVRIUHSXWDWLRQ
0DFQLVK VXJJHVWV WKDW WKH SRZHU WR UHPHG\ WKH
DV\PPHWU\OLHVZLWKSROLF\PDNHUVDQGFRXUWVZKRFDQ
LPSRVHFRVWVRQWKRVHFROOHFWLQJGDWDDQGJXDUDQWHH
IDLUFRPSHQVDWLRQWRGDWDVXEMHFWVZKRPLJKWEHKDUPHG
WKURXJKGDWDFROOHFWLRQ
$IXUWKHUVROXWLRQWRWKHFKDOOHQJHVRIPDNLQJHWKLFDO
GHFLVLRQV DERXW ULVN LV WR HQJDJH LQ SDUWLFLSDWRU\
7HFKQRORJ\$QDO\VLV6YHQ2YH+DQVVRQDQG+HOHQH
+HUPDQVVRQVXJJHVWWKDWDOOVWDNHKROGHUVVKRXOGEH
LQYROYHGLQGLVFXVVLQJWKHSRVVLEOHLPSDFWVRIWHFKQRORJ\
LQRXUOLYHV7KLVSURSRVDOLVFRQVLVWHQWZLWKWKDWRI.DW]
,QVXP0DFQLVKSURSRVHVWKDWZKHQPDNLQJGHFLVLRQV
DERXWULVNVWDNHKROGHUVVKRXOGHQJDJHLQDMRLQWGHFLVLRQ 
PDNLQJSURFHVVWKDWHPSKDVLVHVWKHYDOXHRIFRQVHQWDV
DWRROWRSURWHFWDXWRQRP\
5  Kevin Macnish, ‘Informed Consent,’ Data, Privacy, and the Individual. Madrid: Center for the Governance of Change, IE University, 2019.  
www.ie.edu/cgc/research/data-privacy-individual
Informed Consent
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:KLOHSUHYLRXVSDSHUVKDYHEHHQFRQFHUQHGDERXWWKH
HWKLFVRIKRZSHUVRQDOGDWDLVFROOHFWHG.DULQD9ROGDQG
-HVV:KLWWOHVWRQH8QLYHUVLW\RI&DPEULGJHDUHFRQFHUQHG
ZLWKKRZSHUVRQDOGDWDLVXVHG,QSDUWLFXODUWKH\
H[DPLQHWKHHWKLFVRIWDUJHWLQJDGVDQGVHUYLFHVWR
LQGLYLGXDOV
9ROGDQG:KLWWOHVWRQHˋUVWH[SORUH WKHFRQQHFWLRQ
EHWZHHQSULYDF\DQGDXWRQRP\ZKLFK WKH\QRWH 
LVUDUHO\WDNHQLQWRDFFRXQWLQFRQWHPSRUDU\SROLF\
GLVFXVVLRQV:KHQ RWKHUV KDYH DFFHVV WR SHUVRQDO
LQIRUPDWLRQDERXWDVXEMHFWWKH\FDQXVHWKDWLQIRUPDWLRQ
WR LQˌXHQFH WKHP ,I VXFK LQˌXHQFH LV H[HUWHG LQ
VXUUHSWLWLRXVRUPDQLSXODWLYHZD\VDXWRQRP\FDQEH
DOOWKHPRUHMHRSDUGLVHG
$OWKRXJKSULYDF\ DQG DXWRQRP\KDYH DOZD\V EHHQ
FRQQHFWHG WHFKQRORJLFDO FKDQJHV UHJDUGLQJ GDWD
FROOHFWLRQȠWKH NLQG DQG DPRXQW RI SHUVRQDO GDWD
FROOHFWHGZKRKROGVDQGKDVDFFHVVWRWKHGDWDDQGKRZ
WKHGDWDLVXVHGȠPDNHWKLVOLQNPRUHLPSRUWDQWWKDQ
HYHU$V\PPHWULHVLQGDWDDFFHVVFUHDWHDV\PPHWULHV
LQ SRZHU 9ROG DQG:KLWWOHVWRQH ˋQG SDUWLFXODUO\
SUREOHPDWLFWKHDV\PPHWU\EHWZHHQWHFKFRPSDQLHV
DQGXVHUVEHFDXVHXQOLNHJRYHUQPHQWV&(2VDUHQRW
HOHFWHGUHSUHVHQWDWLYHVDQGWKHJRDORIFRPSDQLHVPD\
QRWEHDOLJQHGZLWKSXEOLFLQWHUHVWV
2QHRI WKHPRVW FRPPRQXVHVRISHUVRQDOGDWD LV
SHUVRQDOLVHGWDUJHWLQJȠXVLQJGDWDWRFXVWRPLVHFRQWHQW
DQG LQWHUYHQWLRQV3HUVRQDOLVHGWDUJHWLQJFDQKDYH
DGYDQWDJHVIRUERWKFRPSDQLHVDQGFRQVXPHUVLILW
KHOSVLPSURYHVHUYLFHVEXWLWFDQDOVROHDGWRHWKLFDO
SUREOHPV9ROGDQG:KLWWOHVWRQHDUJXHWKDWWKHPDLQ
FRQFHUQLVWKDWSHUVRQDOLVHGWDUJHWLQJFDQEHPDQL
SXODWLYHȠLWLVKLGGHQIURPYLHZOLNHO\WREHGHFHSWLYH
DQGOLNHO\WREHPLVDOLJQHGZLWKXVHUVȢLQWHUHVWV,IWKH
WDUJHWHGSHUVRQLVQRWLQIRUPHGDQGSHUKDSVUHPLQGHG
WKDW WKH\ DUH UHFHLYLQJ WDUJHWHG LQIRUPDWLRQ WKH\ 
PD\DFWDVLIWKH\ZHUHKDYLQJDFFHVVWRDPXFKPRUH
UHSUHVHQWDWLYHYLHZRIZKDWHYHUVWDWHRIDIIDLUV WKH
FRQWH[WUHIHUVWR
7KHSDSHUHQGVE\RIIHULQJVRPHJXLGHOLQHVWRHWKLFDO
SHUVRQDOLVHGWDUJHWLQJ)LUVWSHUVRQDOLVHGWDUJHWLQJ
VKRXOGEHFRQVLVWHQWZLWKSHRSOHȢVYDOXHVDQGLQWHUHVWV
6HFRQGLWVKRXOGEHWUDQVSDUHQW7KLUGFRPSDQLHVVKRXOG
DVNIRUXVHUVȢFRQVHQWIRUWKHFROOHFWLRQDQGXVHRIWKHLU
GDWD)RXUWKSHUVRQDOLVHGWDUJHWLQJVKRXOGQRWDWWHPSW
WRUHVWULFWLQIRUPDWLRQRUFKRLFHVLQDZD\WKDWNQRZLQJO\
PLVUHSUHVHQWVUHDOLW\)LQDOO\SHUVRQDOLVHGWDUJHWLQJ
VKRXOGQRWPDNHXVHRISDUWLFXODUO\VHQVLWLYHSHUVRQDO
GDWDȠIRU LQVWDQFH LQIRUPDWLRQ DERXW SHRSOHȢV
YXOQHUDELOLWLHV
ٲ
PERSONALISED TARGETING CAN 
 0xzX¨ÈnÁXà0ٱXÁX³RX((0z
FROM VIEW, AND OFTEN DECEPTIVE 
AND MISALIGNED WITH USERS’ 
INTERESTS.
6  Karina Vold and Jessica Whittlestone, ‘Privacy, Autonomy and Personalised Targeting,’ Data, Privacy, and the Individual.  
Madrid: Center for the Governance of Change, IE University, 2019. www.ie.edu/cgc/research/data-privacy-individual
Privacy, Autonomy, 
and Personalised Targeting
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'DWDVHWUHOHDVHVDUHRIWHQSURSRVHGDVRQHZD\WRDGGUHVV
VRPHRIWKHHWKLFDOFRQFHUQVUHODWHGWRLQVWLWXWLRQVKROGLQJ
WRRPXFKGDWDDQGKHQFHWRRPXFKSRZHU5HOHDVLQJ
GDWDVHWVDOORZVGDWDWREHDYDLODEOHIRUVHFRQGDU\XVH
DQGDQDO\VLV'DWDVHWUHOHDVHVKRZHYHUWKUHDWHQWKH
SULYDF\RIGDWDVXEMHFWVZKRPLJKWQRWKDYHFRQVHQWHG
WRVXFKDUHOHDVHRUZKRPLJKWKDYHFRQVHQWHGZLWKRXW
UHDOLVLQJWKHSULYDF\ULVNVWKH\ZHUHVLJQLQJXSIRU
ٲ
THE PURPOSE OF THE GDPR IS NOT 
TO THWART DATA ANALYSIS BUT 
RATHER TO MAKE SURE THAT DATA 
ANALYSIS IS COMPATIBLE WITH THE 
PRIVACY OF DATA SUBJECTS.
ٲ
2QHRIWKHZD\VLQZKLFKSULYDF\FDQEHEHWWHUSURWHFWHG
ZKHQUHOHDVLQJGDWDVHWVLVWKURXJKWKHXVHRIGLIIHUHQWLDO
SULYDF\,QWKLVSDSHU-RUGL6RULD&RPDV&DWDODQ'DWD
3URWHFWLRQ$XWKRULW\ZHLJKVWKHDGYDQWDJHVDQGGLV
DGYDQWDJHVRIGLIIHUHQWLDOSULYDF\LQWKHFRQWH[WRIGDWD
VHWUHOHDVHV 
3HUKDSVWKHPRVWDWWUDFWLYHDVSHFWRIGLIIHUHQWLDOSULYDF\
LVWKDW LWFDQRIIHUSURWHFWLRQUHJDUGOHVVRIZKHWKHU
LQWUXGHUVKDYHDFFHVVWRRWKHUGDWDVHWV7KLVLVDVLJQLˋFDQW
DGYDQWDJHLQWKHGLJLWDODJH,QVWLWXWLRQVUHOHDVLQJGDWD
VHWV KDYH WR WDNH LQWR FRQVLGHUDWLRQ QRW RQO\ WKH
SHUVRQDO LQIRUPDWLRQ WKDWFDQEHJOHDQHG IURPWKH
SDUWLFXODUGDWDVHWEHLQJSXEOLVKHGEXWDOVRKRZWKDW
GDWDFDQEHDJJUHJDWHGDQGOLQNHGZLWKRWKHUSXEOLFO\
DYDLODEOHGDWDVHWVHJFHQVXVGDWD7ZLWWHUGDWDHWF
IXUWKHUMHRSDUGLVLQJGDWDVXEMHFWVȢSULYDF\
6RULD&RPDVJRHVRQWRUHYLHZWKHWZRPDLQDSSURDFKHV
XVHG LQ JHQHUDWLQJGLIIHUHQWLDOO\ SULYDWHGDWD VHWV
KLVWRJUDPV DQG UHFRUG DJJUHJDWLRQ DQGPDVNLQJ
8QIRUWXQDWHO\ERWKPHWKRGVOHDGWRLQIRUPDWLRQORVV
7KHUHDUHWZRFRPPRQVWUDWHJLHVWRPLWLJDWHWKHORVV
RILQIRUPDWLRQLQFXUUHGZKHQXVLQJGLIIHUHQWLDOSULYDF\
WRLQFUHDVHWKHSULYDF\EXGJHWDQGWRXVHDUHOD[HG
YHUVLRQRIGLIIHUHQWLDOSULYDF\
7KHSULYDF\EXGJHWLVWKHDPRXQWRILQIRUPDWLRQWKH
V\VWHPZLOODOORZWRRIIHUȠWKHPRUHTXHULHVDUHDOORZHG
WKHPRUHLQIRUPDWLRQDUHVHDUFKHUFDQJHWIURPDGDWD
EDVHDQGWKHPRUHSULYDF\LVULVNHG
8VLQJ ODUJH SULYDF\ EXGJHWV DUJXHV 6RULD&RPDV
UHQGHUV GLIIHUHQWLDO SULYDF\PHDQLQJOHVV 5HOD[LQJ
SULYDF\JXDUDQWHHVWKHDXWKRUDUJXHVLVPRUHSURPLVLQJ
WRGLPLQLVKWKHLQIRUPDWLRQORVVDVORQJDVSULYDF\
JXDUDQWHHVFDQVWLOOEHPHDQLQJIXOHYHQLIUHGXFHG 
+HHQGVWKHSDSHUE\GHVFULELQJVRPHPHWKRGVWRUHOD[
GLIIHUHQWLDOSULYDF\ZKLOHPDLQWDLQLQJVRPHSULYDF\
JXDUDQWHHV
Differentially-Private Data 
Sets: Methods, Limitations 
and Mitigation Strategies
7  Jordi Soria-Comas, ‘Differentially-Private Data Sets: Methods, Limitations, and Mitigation Strategies,’ Data, Privacy, and the Individual. 
Madrid: Center for the Governance of Change, IE University, 2019. www.ie.edu/cgc/research/data-privacy-individual
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0RVWUHVHDUFKRQGDWDDQRQ\PLW\IRFXVHVRQPHWKRGV
ZLWKIRUPDOJXDUDQWHHVRIDQRQ\PLW\VXFKDVGLIIHUHQWLDO
SULYDF\,QWKLVSDSHU3DXO)UDQFLV0D[3ODQFN,QVWLWXWH
IRU6RIWZDUH6\VWHPVDUJXHVWKDWFRPSXWHUVFLHQWLVWV
VKRXOGEHRSHQWRDQGHQFRXUDJHGWRZRUNRQHPSLULFDO
GDWDDQRQ\PLVDWLRQPHFKDQLVPVLQDGGLWLRQWRIRUPDO
RQHVȠLQPXFKWKHVDPHZD\WKDWUHVHDUFKHUVZRUNRQ
ERWKIRUPDODQGHPSLULFDODSSURDFKHVWRFU\SWRJUDSK\
6LQFHWKHˋ UVWSDSHURQGLIIHUHQWLDOSULYDF\LQWKLV
PHWKRGKDVEHHQSURPRWHGDVDSUDFWLFDODQGJXDUDQWHHG
SULYDWHVROXWLRQWRGDWDDQRQ\PLW\$IWHU$SSOH*RRJOH
DQG8EHUDQQRXQFHGWKHLUXVLQJGLIIHUHQWLDOSULYDF\WR
SURWHFWXVHUVȢSULYDF\PHGLDDUWLFOHVKDYHJHQHUDOO\
SRUWUD\HGGLIIHUHQWLDOSULYDF\LQDQRSWLPLVWLFOLJKW
*LYHQDOOWKHYLUWXHVRIGLIIHUHQWLDOSULYDF\RQHPLJKW
H[SHFWIRULWWREHXVHGZLGHO\,QIDFWWKHRSSRVLWHLV
WUXH7KHYDVWPDMRULW\RILQVWLWXWLRQVXVHZHDNZD\VRI
SURWHFWLQJSULYDF\HJUHPRYLQJSHUVRQDOO\LGHQWLI\LQJ
LQIRUPDWLRQOLNHQDPHVDQGDGGUHVVHV7KHUHDVRQIRU
ZK\GLIIHUHQWLDOSULYDF\LVQRWPRUHZLGHO\XVHGDUJXHV
)UDQFLVLVWKDWGLIIHUHQWLDOSULYDF\LVQRWSUDFWLFDOZKHQ
FRQˋJXUHGZLWKWKHVWURQJOHYHORIDQRQ\PLW\WKDWLV
QHFHVVDU\IRUWKHPHWKRGWREHPHDQLQJIXO,QRWKHU
ZRUGVZKHQGLIIHUHQWLDOSULYDF\PDNHVDQRQ\PLW\
VWURQJGDWDXVDELOLW\LVORVWEHFDXVHRQO\DKDQGIXORI
TXHULHVFDQEHPDGHEHIRUH WKHGDWDPXVWEHPDGH
XQDYDLODEOHLQRUGHUWRSUHVHUYHSULYDF\
,IGLIIHUHQWLDOSULYDF\VHULRXVO\GLPLQLVKHVGDWDXVDELOLW\
RQHPLJKWZRQGHUZK\FRPSDQLHVOLNH$SSOHXVHLW
$FFRUGLQJWR)UDQFLVLWLVTXHVWLRQDEOHZKHWKHU$SSOH
XVHVGLIIHUHQWLDOSULYDF\LQDPHDQLQJIXOZD\
7KH FRPSDQ\ DQG H[WHUQDO UHVHDUFKHUV ZKR KDYH
UHYHUVHGHQJLQHHUHG$SSOHȢVXVHRIGLIIHUHQWLDOSULYDF\
GLVDJUHHRQKRZVWURQJO\SULYDWHWKRVHPHWKRGVDUH
'LIIHUHQWLDOSULYDF\FDQJLYHDYHU\DFFXUDWHPHDVXUHPHQW
RIDQRQ\PLW\EXWPDWKHPDWLFDOSURRIVDUHEDVHGRQ
DVVXPSWLRQVHJZLOOWKHGDWDDQDO\VHGEHFRUUHODWHG
ZLWKRWKHUGDWD"DQGZKHQWKHUHLVGLVDJUHHPHQWDERXW
WKHDVVXPSWLRQVWKHUHZLOOEHGLVDJUHHPHQWDERXWKRZ
VWURQJO\SULYDWHDSDUWLFXODUWRROLV,QVKRUWWKHUHDUHQR
LQWHUQDWLRQDOVWDQGDUGVWRODEHOVRPHWKLQJGLIIHUHQWLDOO\
SULYDWHDQGQRLQGXVWU\RYHUVLJKWZKLFKUHVXOWVLQ
FRPSDQLHVFODLPLQJWRXVHGLIIHUHQWLDOSULYDF\ZLWKRXW
WKHUHEHLQJDQ\FHUWDLQW\DVWRKRZSULYDWHWKDWGDWDLV
,QDGGLWLRQ WRFRQWLQXLQJ WR UHVHDUFKDQG LQYHVW LQ
IRUPDOPHWKRGVRISULYDF\SURWHFWLRQDQGHVWDEOLVKLQJ
VWDQGDUGV IRUZKDWFRXQWVDVGLIIHUHQWLDOO\SULYDWH
)UDQFLVDUJXHVWKDWZHVKRXOGDOVRIRFXVRQXVLQJDQG
GHYHORSLQJHPSLULFDOPHWKRGVRIHQVXULQJDQRQ\PLW\
,QFRQWUDVWWRIRUPDOPHWKRGVHPSLULFDOPHWKRGVGR
QRWRIIHU DPDWKHPDWLFDO SURRI WKDW FDQ VKRZKRZ
VWURQJO\ SURWHFWLQJ RI SULYDF\ D WRRO LV (PSLULFDO
PHWKRGVKRZHYHUFDQEHSXWWRWKHWHVW%\HQFRXUDJLQJ
ZKLWHKDWDWWDFNVRQSULYDF\WRROVDQGRIIHULQJJHQHURXV
UHPXQHUDWLRQ WR ZKRHYHU PDQDJHV WR UHLGHQWLI\
LQGLYLGXDOVLQDJLYHQGDWDVHWZHFDQJHWDVHQVHRIKRZ
VWURQJRXUSULYDF\SURWHFWLRQVDUH3HUKDSVFRPELQLQJ
ERWKIRUPDODQGHPSLULFDOPHWKRGVIRUDQRQ\PLVLQJ
GDWDFDQJHWXVFORVHUWREHWWHUSURWHFWLQJSULYDF\
Formal Versus  
Empirical Approaches  
to Data Anonymity
8  Paul Francis, ‘Formal Vs Empirical Approaches to Data Anonymity,’ Data, Privacy, and the Individual. Madrid: Center for the Governance of 
Change, IE University, 2019. www.ie.edu/cgc/research/data-privacy-individual
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6L¤Q%URRNH8QLYHUVLW\RI2[IRUGDQG&DULVVD9«OL]
8QLYHUVLW\RI2[IRUGFRQGXFWHGDQRQOLQHVXUYH\RI
SHRSOHPRVWO\$PHULFDQVDQG(XURSHDQVDERXW
WKHLUYLHZVRQSULYDF\$PRQJWKHPDQ\KLJKOLJKWVRI
WKHVXUYH\WKHIROORZLQJVWDQGRXW
Privacy-related negative experiences online are 
extremely common. 7KHDYHUDJHUHVSRQGHQWKDGPRUH
WKDQRQHEDGSULYDF\UHODWHGH[SHULHQFH$OPRVW D
TXDUWHURISDUWLFLSDQWVUHSRUWHGKDYLQJKDGH[SHULHQFHG
DQXQDXWKRULVHGDFFHVVWRWKHLURQOLQHDFFRXQW
KDYH KDG WKHLU FUHGLW FDUG QXPEHU VWROHQ RU KDYH
H[SHULHQFHGEDQNIUDXGRUXQDXWKRULVHGSXUFKDVHVIURP
WKHLUDFFRXQWDQGKDYHEHHQYLFWLPVRIVS\ZDUH
7KHJUHDWPDMRULW\RIUHVSRQGHQWVUHSRUWKDYLQJ
KDGDWOHDVWRQHSULYDF\EUHDFK
Survey
9  Siân Brooke and Carissa Véliz, ‘Views on Privacy. A Survey,’ Data, Privacy, and the Individual. Madrid: Center for the Governance of Change, 
IE University, 2019. www.ie.edu/cgc/research/data-privacy-individual
Table 1: Experiences regarding privacy (All respondents)
EXPERIENCE PERCENT
Unauthorised access to my online account 23%
Credit card number stolen / bank fraud / unauthorised purchases from your account 22%
Being charged more for a product or service than other people 10%
Someone using spyware on me 10%
Someone impersonating me 8%
Private emails or messages posted online without my consent 7%
Public shaming online (people targeting me and shaming me for something  
I did or wrote, or for who I am)
6%
Private images or videos posted online without my consent 6%
Doxxing (private information posted online, such as my address) 4%
Other (Free Text) 2%
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People care about privacy. $FURVVFRQWLQHQWVDJH
JHQGHUDQGOHYHOVRIHGXFDWLRQSHRSOHRYHUZKHOPLQJO\
WKLQN SULYDF\ LV LPSRUWDQW $Q LPSUHVVLYH  RI
UHVSRQGHQWVGHHPSULYDF\H[WUHPHO\RUYHU\LPSRUWDQW
DQGRQO\GHHPSULYDF\XQLPSRUWDQW6LPLODUO\
RISDUWLFLSDQWVHLWKHUDJUHHRUVWURQJO\DJUHHZLWKWKH
VWDWHPHQWWKDWȡYLRODWLRQVWRWKHULJKWWRSULYDF\DUHRQH
RIWKHPRVWLPSRUWDQWGDQJHUVWKDWFLWL]HQVIDFHLQWKH
GLJLWDODJHȢ7KHUHZDVQRVWDWLVWLFDOO\VLJQLˋFDQWGLIIHUHQFH
DFURVVDQ\GHPRJUDSKLFYDULDEOH2QHRIWKHLQWHUHVWLQJ
LPSOLFDWLRQVIURPWKLVUHVXOWLVWKDWDJDLQVWSRSXODU
EHOLHI\RXQJSHRSOHGRQRWVHHPWRWKLQNSULYDF\OHVV
LPSRUWDQWWKDQWKHLUVHQLRUV
People are worried about their privacy, and they 
value privacy not only instrumentally, but also as a 
good in itself. 5HVSRQGHQWVRYHUZKHOPLQJH[SUHVVHG
FRQFHUQDERXWWKHLUSULYDF\3HRSOHȢVˋ UVWFRQFHUQZKHQ
ORVLQJSULYDF\LVWKHSRVVLELOLW\WKDWWKHLUSHUVRQDOGDWD
PLJKWEHXVHGWRVWHDOPRQH\IURPWKHP,QWHUHVWLQJO\
LQVHFRQGSODFHLQWKHUDQNLQJRIFRQFHUQVSHRSOHUHSRUW
EHLQJFRQFHUQHGDERXWSULYDF\EHFDXVHȡ3ULYDF\LVD
JRRGLQLWVHOIDERYHDQGEH\RQGWKHFRQVHTXHQFHVLW
PD\KDYHȢ,QRWKHUZRUGVZKLOHSULYDF\LVLPSRUWDQWIRU
SHRSOHLQVRIDUDVLWFDQLQVWUXPHQWDOO\SURWHFWWKHPIURP
FHUWDLQKDUPVLWLVDOVRH[WUHPHO\LPSRUWDQWIRUWKHP
LQDQLQWULQVLFZD\WKDWLVXQUHODWHGWRULVNVRUKDUPV
EVEN THE COMPANIES WITH THE HIGHEST 
RATING FOR TRUST ONLY REACH THE HALFWAY 
MARK OF OUR SCALE.
Figure 1: Importance of privacy (All respondents).
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2WKHUUHDVRQVIRUEHLQJFRQFHUQHGDERXWSULYDF\LQ
RUGHURILPSRUWDQFHWRSDUWLFLSDQWVLQFOXGHSHUVRQDO
GDWDEHLQJXVHGIRULPSHUVRQDWLRQLQDZD\WKDWFRXOG
DIIHFWSDUWLFLSDQWVȢFUHGLWUDWLQJVWKHULVNRISHUVRQDO
GDWDEHLQJXVHGWRWDUQLVKWKHLUUHSXWDWLRQSHUVRQDO
GDWDEHLQJXVHGE\SHUVRQDORUSURIHVVLRQDOHQHPLHVWR
KXUW SDUWLFLSDQWV SHUVRQDO GDWD EHLQJPLVXVHG E\
JRYHUQPHQWVSHUVRQDOGDWDEHLQJXVHGWRGLVFULPLQDWH
DJDLQVWSDUWLFLSDQWVWKHODFNRISULYDF\FKDQJLQJRWKHU
SHRSOHȢVEHKDYLRXU LQXQGHVLUDEOHZD\V WKH ODFNRI
SULYDF\OLPLWLQJIUHHVSHHFKDQGWKHODFNRISULYDF\
OHDGLQJ WR QHJDWLYH FKDQJHV LQ SDUWLFLSDQWVȢ RZQ
EHKDYLRXU
Not all uses of personal data by companies are 
thought to be unacceptable5HVSRQGHQWVWKLQNWKDW
WKHPRVWDFFHSWDEOHXVHRISHUVRQDOGDWDE\FRPSDQLHV
LVWRGHYHORSQHZSURGXFWVIROORZHGE\SHUVRQDOLVLQJ
DGV7KHPRVWXQDFFHSWDEOHXVHVRISHUVRQDOGDWDE\
FRPSDQLHVDUHWKRXJKWWREHVHOOLQJLWWRWKLUGSDUWLHV
LQˌXHQFLQJYRWLQJDQGHQJDJLQJLQSULFHGLVFULPLQDWLRQ
&XULRXVO\ZKLOHSHRSOHDUHQHXWUDOUHJDUGLQJFRPSDQLHV
XVLQJSHUVRQDOGDWDWRSHUVRQDOLVHDGYHUWLVHPHQWVWKH\
WHQG WRGLVDSSURYHRIFRPSDQLHVXVLQJ WKLVGDWD WR
LQˌXHQFHSXUFKDVHV*LYHQWKDWSHUVRQDOLVHGDGVDUHDZD\
RILQˌXHQFLQJSXUFKDVHVPRUHUHVHDUFKLVQHFHVVDU\WR
LQYHVWLJDWHZKDWNLQGVRILQˌXHQFHVSHRSOHGLVDSSURYHRI
Table 2: Companies’ use of personal data (All respondents)
USE OF PERSONAL DATA MD (MEDIAN)
Sell to Third Parties 2 (Disagree)
Personalise Ads 3 (Neutral/Undecided)
Price Discrimination 1 (Strongly Disagree)
Develop New Products 4 (Agree)
Investigate Prospective Employees 3 (Neutral/Undecided)
Investigate Current Employees 2 (Disagree)
Predict Behaviour 2 (Disagree)
Influence Purchases 2 (Disagree)
Influence Voting 1 (Strongly Disagree)
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People tend to feel that they cannot trust companies 
and institutions to protect their privacy and use 
their personal data in responsible ways.)URPWKH%LJ
7HFKFRPSDQLHV)DFHERRNLVWKRXJKWWREHWKHPRVW
XQWUXVWZRUWK\ DQG $SSOH DQG $PD]RQ WKH PRVW
WUXVWZRUWK\(YHQ$SSOHDQG$PD]RQKRZHYHUJHWD
ORZPHDQWUXVWVFRUHDQGUHVSHFWLYHO\RXWRI
7KDW$PD]RQLVWUXVWHGVOLJKWO\PRUHWKDQ$SSOH
UHJDUGLQJSULYDF\LVVXUSULVLQJJLYHQ$SSOHȢVHIIRUWVLQ
WKLVDUHD$OVRVRPHZKDWVXUSULVLQJO\$PHULFDQVUDWH
HDFKFRPSDQ\ORZHULQWUXVWZRUWKLQHVVWKDQ(XURSHDQV
3HRSOHGRQRWWUXVWRWKHUFRPSDQLHVDQGLQVWLWXWLRQV
HLWKHU7KHOHDVWWUXVWHGLQVWLWXWLRQDUHJRYHUQPHQWV
IROORZHGE\,QWHUQHW6HUYLFH3URYLGHUV7KHPRVWWUXVWHG
LQVWLWXWLRQVDUHEDQNVZLWKDPHDQRIRXWRI
DQGKHDOWKFDUHSURYLGHUVZLWKDPHDQRI
The majority of people believe that governments 
should not be allowed to collect everyone’s personal 
data.0RVWUHVSRQGHQWVWKLQNWKDWJRYHUQPHQWV
VKRXOGRQO\EHDOORZHGWRFROOHFWWKHGDWDRIFULPLQDO
VXVSHFWVDVRSSRVHGWRHYHU\RQHȢVGDWDZLWK(XURSHDQV
EHLQJVOLJKWO\PRUHOLNHO\WKDQ$PHULFDQVWRˋQGVRPH
XVHVRIEXONGDWDFROOHFWLRQDFFHSWDEOH
7KHPRVWDFFHSWDEOHSXUSRVHIRUJRYHUQPHQWVFROOHFWLQJ
FLWL]HQVȢSHUVRQDOGDWDLVWKRXJKWWREHWRFDWFKFULPLQDOV
RIVHULRXVFULPHV(YHQWKHQRQO\RIUHVSRQGHQWV
ˋQGWKLVXVHDFFHSWDEOH*RYHUQPHQWVȢXVHRISHUVRQDO
GDWDWRSUHYHQWVHULRXVFULPHVZDVGHHPHGDFFHSWDEOH
E\RIUHVSRQGHQWV,QWHUHVWLQJO\RQO\RISHRSOH
WKLQNLWLVDFFHSWDEOHWRXVHWKLVGDWDIRUPDNLQJVXUH
WKDWFLWL]HQVDUHSD\LQJWKHLUWD[HV6LPLODUO\RQO\
WKLQNWKDWEXONGDWDFROOHFWLRQVKRXOGEHXVHGWRFDWFK
FULPLQDOVRISHWW\FULPHV
Privacy is thought to be a right that should not have 
to be paid for.$QJHOD:LQHJHUDQG&DVV6XQVWHLQ
FDUULHGRXWDVXUYH\LQZKLFKWKH\DVNHGSHRSOHRQWKH
RQHKDQGKRZPXFKZRXOGFRPSDQLHVKDYHWRSD\WKHP
SHUPRQWKWRDFFHVVWKHLUSHUVRQDOGDWDDQGRQWKHRWKHU
KDQGKRZPXFKZRXOGWKH\EHZLOOLQJWRSD\SHUPRQWK
WRGHOHWHDOOWKHLUSHUVRQDOGDWDIURPDOOSDUWLHVWKDW
KROGLW7KH\IRXQGWKDWSDUWLFLSDQWVZHUHZLOOLQJWRSD\
DPRQWKWRGHOHWHWKHLUGDWDEXWDVNHGWRDOORZ
FRPSDQLHVWRDFFHVVWKHLUGDWD7KHDXWKRUVYHQWXUHG
WKDWSHUKDSVDUHDVRQZK\SHRSOHZRXOGEHZLOOLQJWR
SD\VXFKDORZDPRXQWWRGHOHWHWKHLUGDWDLVWKDWWKH\
PLJKWWKLQNSULYDF\LVDULJKWWKHLPSOLFDWLRQSRWHQWLDOO\
EHLQJWKDWWKH\WKLQNWKH\VKRXOGQRWKDYHWRSD\IRU
VRPHWKLQJWKDWWKH\DUHRZHGDVDPDWWHURIULJKW
:LQHJDUDQG6XQVWHLQȢVVXUYH\RQO\LQYROYHG$PHULFDQV
7KH\K\SRWKHVLVHGWKDWGDWDSULYDF\PLJKWEHPRUH
OLNHO\WREHFRQVLGHUHGDULJKWLQ(XURSH
10  A.G. Winegar and Cass R. Sunstein, “How Much Is Data Privacy Worth? A Preliminary Investigation,” Journal of Consumer Policy 42,  
no. 425-440 (2019).
Figure 2: 
Trust in Companies 
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2XUVXUYH\FRQQHFWVZLWKWKLVOLWHUDWXUHE\DVNLQJWKHVH
TXHVWLRQVWRERWK$PHULFDQVDQG(XURSHDQVDQGE\
LQFOXGLQJWKHRSWLRQRIUHVSRQGLQJWKDWSULYDF\LVDULJKW
IRUZKLFKSHRSOHVKRXOGQRWKDYHWRSD\/LNH:LQHJDU
DQG6XQVWHLQZHIRXQGWKDWSHRSOHZHUHZLOOLQJWRSD\
PXFKOHVVSHUPRQWKPHGLDQIRUGHOHWLQJWKHLU
GDWDWKDQZKDWWKH\ZRXOGGHPDQGFRPSDQLHVIRUWKHP
WRDFFHVVWKHLUSHUVRQDOGDWDPHGLDQ
)XUWKHUPRUHRXUVXUYH\FRQILUPHGWKDWWKHJUHDW
PDMRULW\RISHRSOHZKRDUHQRWZLOOLQJWRSD\DQ\WKLQJ
WRGHOHWHWKHLUGDWDWKLQNWKDWSULYDF\LVDULJKWWKDW
VKRXOGQRWQHHGWREHSDLGIRURISDUWLFLSDQWVZRXOG
SD\QRWKLQJEHFDXVHSULYDF\LVDULJKWDJDLQVWRI
SDUWLFLSDQWVZKRZRXOGSD\QRWKLQJEHFDXVHWKH\DUH
QRWZRUULHGDERXWRQOLQHSODWIRUPVKROGLQJWKHLUSHUVRQDO
GDWD2QO\RISDUWLFLSDQWVZHUHZLOOLQJWRSD\IRU
WKHLUGDWDWREHGHOHWHG
$V:LQHJDUDQG6XQVWHLQK\SRWKHVLVHG(XURSHDQVZHUH
PRUHOLNHO\WKDQ$PHULFDQVWRWKLQNWKDWZKHQLWFRPHV
WRSD\LQJIRURQHȢVGDWDWREHGHOHWHGSULYDF\LVDULJKW
WKDWVKRXOGQRWKDYHWREHSDLGIRURI(XURSHDQV
WKRXJKWVRDQGRI$PHULFDQV,QOLQHZLWKWKLV
GLIIHUHQFH$PHULFDQVVHHPWREHZLOOLQJWRSD\QHDUO\
WZLFHDVPXFKDV(XURSHDQVWRKDYHWKHLUSHUVRQDOGDWD
GHOHWHG DQG WKH\ DVN IRU RIZKDW (XURSHDQV
GHPDQGIRUDFFHVVWRWKHLUSHUVRQDOGDWDERWKRIZKLFK
VXJJHVWWKDW$PHULFDQVDUHPRUHRSHQWRVHHLQJSULYDF\
DVVRPHWKLQJWKDWFDQEHPRQHWLVHG
Table 3: Pay to delete personal data: Region
PAY TO DELETE 
PERSONAL DATA
ALL REGIONS EUROPE AMERICA
FREQUENCY % FREQUENCY % FREQUENCY %
Nothing. Privacy is a right 
and I don’t think we should 
need to pay for it.
803 73% 477 76% 288 68%
I would pay a specified 
amount.
205 19% 109 17% 90 21%
Nothing. I’m not worried 
about online platforms 
holding my personal data.
96 9% 42 7% 48 11%
Total 1104 628 426
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DISCUSSION AND 
RECOMMENDATIONS
21DATA, PRIVACY AND THE INDIVIDUAL
Our research unveiled a few overarching lines 
of thought that bear implications for good data 
practices. %RWKHWKLFLVWVDQG WKHSXEOLFDJUHH WKDW
SULYDF\LVDULJKWWKDWGHVHUYHVVWURQJSURWHFWLRQ:KHQ
RISHRSOHWKLQNWKDWYLRODWLRQVWRWKHULJKWWRSULYDF\
DUHRQHRIWKHPRVWLPSRUWDQWGDQJHUVWKDWFLWL]HQVIDFH
LQWKHGLJLWDODJHJRYHUQPHQWVDQGFRPSDQLHVKDYH
JRRGUHDVRQWRWDNHSULYDF\VHULRXVO\3HRSOHFDUHDERXW
SULYDF\DQGWKH\DUHULJKWIXOO\XQVDWLVˋHGZLWKKRZ
WKHLUGDWDLVEHLQJXVHGE\ERWKFRPSDQLHVDQGJRYHUQ
PHQWV,QVWLWXWLRQVZDQWLQJWRUHJDLQSHRSOHȢVWUXVW
QHHGWREHWWHUSURWHFWFLWL]HQVȢSULYDF\
2XUUHVHDUFKKDVUHYHDOHGWKDWPRVWSHRSOHKDYH
DOUHDG\KDGDEDGH[SHULHQFHRQOLQHUHODWHGWRSULYDF\
7KLVQXPEHULVERXQGWRJRXSLQFRPLQJ\HDUV
2QHRIWKHFKDOOHQJHVIRUSULYDF\H[SHUWVKDVEHHQWR
FRQYH\ WKH LPSRUWDQFH RI VRPHWKLQJ WKDW LV RIWHQ
LQWDQJLEOHXQWLOLWLVWRRODWHȠWKDWLVXQWLOWKHQHJDWLYH
FRQVHTXHQFHVRIDSULYDF\EUHDFKDUHIHOW
$VPRUHSHRSOHJHWDFTXDLQWHGZLWKWKHKDUPVDQGULVNV
RILGHQWLW\WKHIWSXEOLFH[SRVXUHDQGRWKHUSULYDF\
UHODWHGH[SHULHQFHVLWZLOOEHFRPHPRUHREYLRXVZK\
SULYDF\LVQRWDIULOOEXWVRPHWKLQJQHFHVVDU\WRKDYHD
ZHOOIXQFWLRQLQJVRFLHW\
$WDPLQLPXPWKHQSULYDF\LVLPSRUWDQWEHFDXVH
FLWL]HQVYDOXHLWDERYHDQGEH\RQGLWVFRQVHTXHQFHV
EHFDXVHWKHODFNRILWOHDGVWRKDUPVVXFKDVWKHIWSXEOLF
H[SRVXUHDQGGLVFULPLQDWLRQDQGEHFDXVHLWSURWHFWV
ERWK VHFXULW\ DQGGHPRFUDWLF IUHHGRPV:KHQHYHU
VHQVLWLYHGDWDJHWVFROOHFWHGDQGVWRUHGLWLVOLNHO\WREH
DEXVHGLQVRPHZD\DWVRPHSRLQWLQWLPH
Privacy Matters
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3ULYDF\ LV YHU\ LPSRUWDQW IRU ERWK LQGLYLGXDOV DQG
VRFLHWLHVEXWIURPWKLVFRQFOXVLRQLWLVQRWREYLRXVWR
NQRZKRZZHVKRXOGWUHDWSHUVRQDOGDWDLQRUGHUWR
UHVSHFWSULYDF\$YHU\SRSXODUSURSRVHGVROXWLRQLVWR
WUHDWSHUVRQDOGDWDDVSURSHUW\ȠWRDOORZSHRSOHWRVHOO
RUWUDGHWKHLUSHUVRQDOGDWD*LYHQWKDWFDSLWDOLVWVRFLHWLHV
DUHKLJKO\UHVSHFWIXORISULYDWHSURSHUW\LWLVLQWXLWLYHWR
WKLQNWKDWKRQRXULQJSHUVRQDOGDWDDVSURSHUW\LVUHVSHFW
IXORISULYDF\2XUUHVHDUFKVXJJHVWVWKLVLVQRWVR
7KHˋ UVWGLIIHUHQFHEHWZHHQSURSHUW\DQGSULYDWHGDWDLV
WKHEODFNER[SUREOHP8QOLNHSK\VLFDOSURSHUW\WKDWFDQ
EHHDVLO\GHOLPLWHGDQGLWVFRQWRXUVVKDUHGSXEOLFO\VRPH
SULYDWHLQIRUPDWLRQVKRXOGQHYHUEHFRPHGDWDLQWKH 
ˋUVWSODFHVXFKWKDWLWLVQRWDOZD\VHDV\WRHVWDEOLVK
EHIRUHKDQGZKDW RXJKW QHYHU WR EH FDXJKW LQ GDWD
FROOHFWLRQSDUWLFXODUO\JLYHQKRZGDWDJHWVDJJUHJDWHG
WRWKHQPDNHVHQVLWLYHLQIHUHQFHV
6HFRQGZKLOHSURSHUW\LVWUDGHGEHWZHHQDOONLQGVRI
DFWRUVDVHTXDOVZKHQLWFRPHVWRGDWDLQGLYLGXDOVKDYH
D ORZHU LQWHUHVW LQDFTXLULQJ LW WKDQFRPSDQLHVDQG
JRYHUQPHQWVZKRNQRZKRZWRDQDO\VHLW0DUNHWPRGHOV
RIGDWDWKHUHIRUHLQFUHDVHLQHTXDOLW\EHWZHHQLQGLYLGXDOV
DQGLQVWLWXWLRQVDQGDPRQJVWLQGLYLGXDOVDVZHOODVWKH\
SURYLGHDJUHDWHULQFHQWLYHWRSRRUHULQGLYLGXDOVWRVHOO
WKHLUGDWDWKHUHE\WXUQLQJSULYDF\LQWRDOX[XU\SURGXFW
7KLUGZKLOHSHRSOHZKRRZQDSURSHUW\VXFKDVDKRXVH
KDYHWKHPRUDODXWKRULW\WRVHOOLWLQGLYLGXDOVGRQRWKDYH
WKHPRUDODXWKRULW\WRVHOOWKHLUSHUVRQDOGDWDEHFDXVH
WKDWGDWDFRQWDLQVVHQVLWLYHGDWDDERXWRWKHUSHRSOH
&RQVLGHUWKHJHQHWLFGDWDWKDWZHVKDUHZLWKRXUNLQ
LQFOXGLQJGLVWDQWUHODWLYHV6LPLODUO\\RXUOLVWRIFRQWDFWV
LQFOXGHVWKHSHUVRQDOGDWDRIPDQ\SHRSOHZKRKDYHQRW
FRQVHQWHGWRWKHWUDGHRIWKHLUGDWD,QGLYLGXDOVDUH 
QRWWKHULJKWIXORZQHUVRIWKHLUSHUVRQDOGDWDLQWKHZD\
WKDWWKH\DUHWKHULJKWIXORZQHUVRIWKHLUSULYDWHSURSHUW\
)XUWKHUVXSSRUWIRUQRWWUHDWLQJSHUVRQDOGDWDDVSURSHUW\
FRPHVIURPWKHUHVXOWVRIRXUVXUYH\ZKLFKVXJJHVWWKDW
SHRSOHDQG(XURSHDQVLQSDUWLFXODUWHQGWRWKLQNWKDW
SULYDF\LVQRWWKHNLQGRIWKLQJWKDWVKRXOGEHIRUVDOH
7KHPRVWGLUHFWLPSOLFDWLRQRIWKHGLIIHUHQFHVEHWZHHQ
SURSHUW\DQGSHUVRQDOGDWDLVWKDWPRGHOVWKDWLQFHQWLYLVH
LQGLYLGXDOV WR WUDGH WKHLU GDWD DUH HWKLFDOO\ˌDZHG
3HUVRQDOGDWD LVQRWRQO\VRPHWKLQJWKDWEHORQJVWR
LQGLYLGXDOVȠWKHUHLVDFROOHFWLYHDVSHFWWRSULYDF\WKDW
PDNH LQGLYLGXDOPRGHOV IDOO VKRUWRIEHLQJ UHDOLVWLF
VROXWLRQVWRWKHSURWHFWLRQRISULYDF\
ٲ
INDIVIDUALS ARE NOT THE RIGHTFUL 
OWNERS OF THEIR PERSONAL 
DATA IN THE WAY THAT THEY ARE 
THE RIGHTFUL OWNERS OF THEIR 
PRIVATE PROPERTY.
ٲ
Personal Data Is Not 
Like Property
11  Carissa Véliz, “Privacy Is a Collective Concern,” New Statesman, 22 October 2019.
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0DQ\RIWKHHWKLFDOFKDOOHQJHVWKDWVWHPIURPSHUVRQDO
GDWDFROOHFWLRQDQGXVHDUHUHODWHGWRDV\PPHWULHVRI
SRZHU:KHQLWFRPHVWRGDWDLQGLYLGXDOVDUHV\VWHPDWLFDOO\
GLVDGYDQWDJHGZLWKUHVSHFWWRFRPSDQLHVDQGJRYHUQ
PHQWV&RPSDQLHVDQGJRYHUQPHQWVKDYHDFFHVV WR
PXFKPRUHGDWDWKDQLQGLYLGXDOVDQGWKH\KDYHPXFK
JUHDWHUFDSDFLW\WRDQDO\VHWKHGDWDLQZD\VWKDWOHDGWR
WKHLUDGYDQWDJHDQGQRWQHFHVVDULO\WRWKHDGYDQWDJH
RIGDWDVXEMHFWV'DWDSUDFWLFHVDUHPRUHRIWHQWKDQQRW
LQVFUXWDEOHWRLQGLYLGXDOVZKLFKPDNHVWKHPYXOQHUDEOH
WRLQYLVLEOHDEXVHVRISRZHUWKDWHQGXSIXUWKHUGLV
DGYDQWDJLQJWKHP)XUWKHUPRUHZKLOHFRPSDQLHVDQG
JRYHUQPHQWVDUHWKHDFWRUVZKRDUHPDNLQJGHFLVLRQV
DERXWULVN\SUDFWLFHVLQGLYLGXDOVDUHWKHRQHVZKRDUH
H[SRVHGWRWKHJUHDWHVWULVNV
,QRWKHUZRUGVSRZHUIXOLQVWLWXWLRQVDUHJDPEOLQJZLWK
GDWDE\HQJDJLQJLQULVN\SUDFWLFHVZKLOHLQGLYLGXDOVDUH
IRRWLQJWKHELOOZKHQWKLQJVJRZURQJ
$VORQJDVWKHVHDV\PPHWULHVRISRZHUUHPDLQXQ
DGGUHVVHGLWZLOOEHGLIˋFXOWWRDFKLHYHIDLUDQGHWKLFDO
GDWDSUDFWLFHV&RPSDQLHVVKRXOGGRZKDWWKH\FDQWR
HPSRZHUXVHUVWREHDEOHWRSURWHFWWKHLUGDWDWKHUHE\
UHVSHFWLQJSHRSOHȢVDXWRQRP\0DNLQJGHIDXOWVHWWLQJV
SULYDF\FRQVHUYDWLYHLVDQHIIHFWLYHZD\WREHWWHUSURWHFW
SULYDF\%RWKFRPSDQLHVDQGJRYHUQPHQWVFDQDOVR
HPSRZHULQGLYLGXDOVE\LQIRUPLQJWKHPWKRURXJKO\
DERXWZKDWKDSSHQVWRWKHLUGDWDDQGQHYHUNQRZLQJO\
PLVUHSUHVHQWLQJUHDOLW\7KHPRUHDFRPSDQ\ZDQWVWR
NQRZDERXWLWVXVHUVWKHPRUHLWVKRXOGEHZLOOLQJWR
JLYHLQIRUPDWLRQDERXWLWVHOIWRLWVXVHUV3ROLF\PDNHUV
PXVWPDNHVXUHWKDWWKHLQWHUHVWVRIGDWDFRQWUROOHUV
DQGSURFHVVRUVDUHDOLJQHGZLWKWKRVHRIGDWDVXEMHFWV
,IFRPSDQLHVDQGJRYHUQPHQWVJHWDQDGYDQWDJHRXWRI
GDWDGDWDVXEMHFWVPXVWJHWMXVWDVPXFKRUPRUHRIDQ
DGYDQWDJH,IGDWDVXEMHFWVULVNKDUPVFRPSDQLHVDQG
JRYHUQPHQWVPXVWULVNMXVWDVPXFKRUPRUH
Privacy, Power, 
and Autonomy
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2QHRIWKHELJJHVWFKDOOHQJHVIRUFRPSDQLHVDQGJRYHUQ
PHQWVZDQWLQJWRDQDO\VHGDWDVDIHO\LVDQRQ\PLVDWLRQ
$FFRUGLQJWRWKH(XURSHDQOHJLVODWLRQSHUVRQDOGDWD
FHDVHVWREHSHUVRQDORQFHLWEHFRPHVDQRQ\PLVHG%XW
UHVHDUFKKDVVKRZQWLPHDQGDJDLQWKDWUHLGHQWLˋFDWLRQ
LVSRVVLEOHZLWKVXSSRVHGO\DQRQ\PLVHGGDWD3DUWRI
WKHSUREOHPLVWKDWZHDUHXQFHUWDLQDERXWZKDWNLQGV
RIWHFKQRORJ\PLJKWEHGHYHORSHGLQWKHIXWXUHWRUHLGHQWLI\
GDWDWKDWLVFRQVLGHUHGVWURQJO\DQRQ\PRXVWRGD\
'LIIHUHQWLDOSULYDF\VWDQGVRXWDVDSURPLVLQJSRVVLEOH
VROXWLRQWRWKHSUREOHPVRIDQRQ\PLVLQJGDWD2XU
UHVHDUFK VXJJHVWV KRZHYHU WKDWPXFKPRUHZRUN 
QHHGVWREHGRQHWRPDNHGLIIHUHQWLDOSULYDF\ȠRUD
VLPLODUWHFKQLFDOVROXWLRQȠSUDFWLFDEOHIRUEXVLQHVVHV
DQGJRYHUQPHQWV$WWKHPRPHQWSXWWLQJLQSUDFWLFH
GLIIHUHQWLDO SULYDF\ LV FRPSOLFDWHG DQG DGHTXDWH
VWDQGDUGVIRUSULYDF\DUHFRQWURYHUVLDO7KHFKDOOHQJH
LVWRLQVHUWSUHFLVHO\HQRXJKPDWKHPDWLFDOQRLVHWRPDNH
GDWDDVSULYDWHDQGVDIHDVSRVVLEOHZLWKRXWGLVWRUWLQJ
VWDWLVWLFDOUHVXOWV:KDWWKLVPHDQVLQSUDFWLFHLVWKDW
ˋUVWGDWDEDVHVRIWHQKDYHWREHPXFKODUJHUWRJHW
VLPLODUUHVXOWVDQGVHFRQGWKHQXPEHURITXHULHVRQH
FDQPDNHWRDGDWDEDVHZKLOHPDLQWDLQLQJKLJKSULYDF\
SURWHFWLRQZLOOEHOLPLWHG'LIIHUHQWLDOSULYDF\LVPRVW
DWWUDFWLYHDVDZD\WRFROOHFWGDWDVXFKWKDWWKHUHLV
QHYHUDQȡRULJLQDOȢGDWDEDVHRIVHQVLWLYHLQIRUPDWLRQ
DERXWLQGLYLGXDOVLQWKHˋUVWSODFH
$SURPLVLQJDYHQXHLVWRFRPELQHGLIIHUHQWLDOSULYDF\
ZLWKRWKHUSULYDF\SURWHFWLQJWRROVWKDWPD\EHHPSLULFDO
DSSURDFKHV7KHGLVDGYDQWDJHRIHPSLULFDODSSURDFKHV
WRSURWHFWSULYDF\LVWKDWZHFDQQRWEHVXUHRIKRZVWURQJ
WKH\DUH:HFDQLQYLWHSHRSOHWRWU\WRKDFNRXUV\VWHPV
EXWDVORQJDVJHWWLQJWRRXUGDWDLVPRUHSURˋWDEOHRU
DWWUDFWLYHWKDQZKDWHYHULVSDLGWRSHRSOHWRWHVWV\VWHPV
WKHUHZLOODOZD\VEHDULVNWKDWRXUSULYDF\SURWHFWLRQ
LVQRWJRRGHQRXJK
7KHFXUUHQW OLPLWVRI WHFKQLFDOVROXWLRQVWRSURWHFW
SULYDF\VXJJHVWˋ UVWWKDWZHRXJKWWREHLQYHVWLQJPRUH
LQGHYHORSLQJEHWWHUSULYDF\WRROV$QGVHFRQGJLYHQ
WKHH[LVWLQJGDWDULVNVWKDWZHRXJKWWREHLQYHVWLQJ
PRUHLQGHYHORSLQJEHWWHUGLJLWDOHWKLFV
ٲ
IF WE INVESTED A FRACTION 
IN PRIVACY AND ETHICS AS WE 
ARE INVESTING IN DEVELOPING 
ARTIFICIAL INTELLIGENCE, WE 
WOULD HAVE MANY MORE REASONS 
TO BE OPTIMISTIC ABOUT THE 
FUTURE OF THE DIGITAL AGE.
ٲ
Investing in Privacy 
and Ethics
12  Y. A. de Montjoye et al., “Unique in the Crowd: The Privacy Bounds of Human Mobility,” Sci Rep 3 (2013); Y. A. de Montjoye et al.,  
ٹXƳƺȇɎǣɎɵƏȇƳ¨ȸǣɮƏƬɵِÈȇǣȷɖƺǣȇɎǝƺ³ǝȒȵȵǣȇǕxƏǼǼيȇɎǝƺ«ƺǣƳƺȇɎǣˡƏƫǣǼǣɎɵȒǔ!ȸƺƳǣɎ!ƏȸƳxƺɎƏƳƏɎƏًٺScience 347, no. 6221 (2015); Bradley 
xƏǼǣȇƏȇƳnƏɎƏȇɵƏ³ɯƺƺȇƺɵًٹ(ƺɎƺȸȅǣȇǣȇǕɎǝƺXƳƺȇɎǣˡƏƫǣǼǣɎɵȒǔ(z(ƏɎƏƫƏɀƺ0ȇɎȸǣƺɀً” Proceedings, Journal of the American Medical 
Informatics Association (2000).
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The following data principles are not exhaustive, 
and no amount of principles can replace the 
judgment of an adequate ethics committee when 
assessing the ethics of privacy in a particular 
context. Nevertheless, these principles can serve as 
a start to developing better data practices.
1. 'DWDFROOHFWLRQDQGDQDO\VLVLVRQO\MXVWLˋDEOHLILW
LVQHFHVVDU\WRIXOˋODYDOXDEOHREMHFWLYHIRUVRFLHW\
DQGLQGLYLGXDOV
2. 'DWDVXEMHFWVZKRVHGDWDLVEHLQJFROOHFWHGDQG
DQDO\VHGVKRXOGEHWKHPDLQEHQHˋFLDULHVRIVXFK
GDWDFROOHFWLRQDQGDQDO\VLV
3.  7KHPRUHLQIRUPDWLRQGDWDVXEMHFWVVKDUHDQGWKH
PRUHVHQVLWLYHLWLVWKHPRUHWKH\VKRXOGEHQHˋW
IURPWKHFROOHFWLRQDQGDQDO\VLVRIWKHLUGDWD
4. &ROOHFWDVOLWWOHGDWDDVSRVVLEOHDQGFROOHFWWKHOHDVW
VHQVLWLYHGDWDSRVVLEOH
5.  'RQRWLQIHUVHQVLWLYHLQIRUPDWLRQIURPQRQVHQVLWLYH
LQIRUPDWLRQ ZLWKRXW H[SOLFLW DQG PHDQLQJIXO
FRQVHQWIURPGDWDVXEMHFWV
6. +DYHDSODQWRGHOHWHGDWDDQGVWRUHGDWDIRUDVOLWWOH
WLPHDVSRVVLEOH
7. .HHSGDWDDVVDIHDVSRVVLEOHGXULQJVWRUDJHDQG
DQDO\VLV
8. 8VHWHFKQRORJLFDOWRROVWKDWDUHSULYDF\SURWHFWLQJ
HJGLIIHUHQWLDOSULYDF\KRPRPRUSKLFHQFU\SWLRQHWF
9. 'RQRWVHOORUVKDUHGDWDZLWKWKLUGSDUWLHVZLWKRXW
WKHH[SOLFLWDQGPHDQLQJIXOFRQVHQWRIGDWDVXEMHFWV
10.(VWDEOLVKDFKDLQRIUHVSRQVLELOLW\IRUGDWDZKRLV
UHVSRQVLEOHIRUZKDWDQGZKRLVJRLQJWRWDNHFDUH
RIZKDWLIVRPHWKLQJJRHVZURQJ
11. ,QIRUPGDWDVXEMHFWVRI\RXUGDWDSUDFWLFHVZKDW
GDWD\RXZLOOFROOHFWIRUKRZORQJLWZLOOEHVWRUHG
ZKDWNLQGRIDQDO\VLVZLOO\RXSHUIRUPRQLWZKDWLW
ZLOOEHXVHGIRUHWFEHIRUH\RXFROOHFWWKHLUGDWD
12.  $OORZGDWDVXEMHFWVWRHDVLO\DFFHVVGRZQORDGDQG
YLVXDOLVHWKHGDWDWKDW\RXFROOHFWIURPWKHP
13.$OORZGDWDVXEMHFWVWRHDVLO\GHOHWHWKHLUGDWDDV
ZHOODVWRFRQWHVWRUPRGLI\LQIRUPDWLRQKHOGDERXW
WKHPDQGWRZLWKGUDZWKHLUFRQVHQWIRUIXUWKHUGDWD
FROOHFWLRQDQDO\VLVRUVKDULQJ
14.$OORZGDWDVXEMHFWVWRHDVLO\FRQWDFWD'DWD3URWHFWLRQ
2IˋFHU RUHTXLYDOHQWZLWKDQ\FRQFHUQRUGDWD
UHTXHVWWKH\PLJKWKDYH
15.0DNHVXUHGDWDVXEMHFWVDUHDZDUHRIWKHULVNVLQYROYHG
ZKHQJLYLQJXSWKHLUGDWD
16. 2IIHUDFFHSWDEOHFKRLFHVWRGDWDVXEMHFWV,QVWHDGRI
LPSRVLQJWDNHLWRUOHDYHLWSROLFLHVDOORZGDWD
VXEMHFWVWRQHJRWLDWHJLYLQJXSOHVVGDWDRUQRGDWD
DQG UHFHLYH OHVV IXQFWLRQDOLWLHV RU SHUNV 6RPH
SHRSOHSUHIHUWKHLUSULYDF\RYHURWKHUEHQHˋWVDQG
WKLVFKRLFHVKRXOGEHUHVSHFWHG
17. $VNFRQVHQWIURPDOOUHOHYDQWGDWDVXEMHFWVZKRVH
GDWDLVEHLQJFROOHFWHGRUDQDO\VHG,IRQHLQGLYLGXDO
FRQVHQWVWRVKDULQJWKHLUGDWDEXWWKHGDWDLQTXHVWLRQ
FRQWDLQVSHUVRQDOLQIRUPDWLRQDERXWRWKHUSHRSOH
FRQVHQWLVQHHGHGIURPWKRVHRWKHUUHOHYDQWLQGLYLGXDOV
LQRUGHUWRNHHSDQGXVHWKDWGDWD
18.'HIDXOWRSWLRQVVKRXOGEHSULYDF\FRQVHUYDWLYH'DWD
VXEMHFWVVKRXOGKDYHWRRSWLQWRVKDUHWKHLUGDWD
Data Principles
26 DATA, PRIVACY AND THE INDIVIDUAL
CONCLUSION
7KHGDWD HFRQRP\FDXJKWPRVW FLWL]HQVXQDZDUHV
'HIHQGHUVRIGLJLWDOWHFKQRORJLHVPDQDJHGWRSHUVXDGH
VRFLHW\IRUDUHODWLYHO\VKRUWSHULRGRIWLPHWKDWSULYDF\
ZDVQRWUHOHYDQWDQ\PRUHRUQRWDVUHOHYDQWDVLWXVHGWR
EH([SHULHQFHLVWHDFKLQJXVRWKHUZLVH%RWKDVLQGLYLGXDOV
DQGDVDVRFLHW\ZHDUHKDYLQJWRUHOHDUQWKHYDOXHRI
SULYDF\WKURXJKVXIIHULQJWKHEDGFRQVHTXHQFHVWKDW
HQVXHIURPSULYDF\ORVVHV
2QHRIWKHPRVWLPSRUWDQWOHVVRQVRIWKHSDVWGHFDGHLV
WKDWSULYDF\LVQRWRQO\QRWFRQWUDU\WRVHFXULW\EXWLV
SDUWDQGSDUFHORILW7RNHHSFLWL]HQVVDIHZHKDYHWR
HQVXUHWKHLUSULYDF\$QGWRSURWHFWSULYDF\ZHQHHGWR
HQVXUHWKHVHFXULW\RIRXUGLJLWDOV\VWHPV
,QWKHHDUO\VWDJHVRIWKHGDWDHFRQRP\WKHFROOHFWLRQDQG
H[SORLWDWLRQRISHUVRQDOGDWDFRQVWLWXWHGDFRPSHWLWLYH
DGYDQWDJHWKDWDOORZHGWKHOLNHVRI*RRJOHDQG)DFHERRN
WRGRPLQDWHRQOLQHPDUNHWV7KHULSHQLQJRIWKHGLJLWDO
DJHKRZHYHUKDVEURXJKWZLWKLWDQLQFUHDVHLQWKH
IUHTXHQF\DQGVRSKLVWLFDWLRQRIF\EHUDWWDFNVDWHFKODVK
FDXVHGE\XVHUVIHHOLQJH[SORLWHGDQGEHWUD\HGDQGWKH
SURJUHVVLYHUHJXODWLRQRIWKHGDWDHFRQRP\WKH*'35
EHLQJRQO\WKHEHJLQQLQJRIDZRUOGZLGHWUHQG,QWKLV
FRQWH[WWKHH[SORLWDWLRQRISHUVRQDOGDWDLVLQFUHDVLQJO\
EHFRPLQJDOLDELOLW\7KHEXVLQHVVUDFHLQWKHQHDUIXWXUH
ZLOOQRWEHDERXWZKRFDQEHWWHUFROOHFWDQGH[SORLWRXU
SHUVRQDOGDWDEXWDERXWZKRJHWVWRSURWHFWRXUSULYDF\
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